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	1. Has the board adopted a YBS policy as required by FCA Regulations, Bookletter-040, and FCA Board Policy Statement-75?
	
	
	

	2. Does the policy include the following elements:
	
	
	

	· Clearly communicates that the institution will serve the credit and related needs of YBS farmers and ranchers in line with the risk bearing capacity of the institution?
	
	
	

	· Addresses credit delivery programs, which are designed to be responsive to the credit and related needs of YBS farmers and ranchers?
	
	
	

	· Addresses the intended results of YBS farmers and ranchers programs?
	
	
	

	· Addresses how the programs will be coordinated with other System institutions, governmental entities, and private sources of credit?
	
	
	

	· Addresses authorities delegated and those retained by the board?
	
	
	

	· Addresses the frequency and content of YBS farmers and ranchers programs performance reports to the board?
	
	
	

	3. Does the Business or Marketing Plan include measurable YBS goals and objectives relative to demographics and marketing efforts to provide outreach to and service these market segments based on their needs?  
	
	
	

	4. Do measurable goals include such items as:
	
	
	

	· Dollar volume of aggregate YBS lending?
	
	
	

	· Number of new and existing YBS farmers and ranchers served?
	
	
	

	· Volume through coordination efforts, the number and frequency of outreach activities, and other YBS goals compatible with institution risk-bearing capacity?
	
	
	

	5. Do the marketing programs establish operating parameters that identify potential new borrowers and potential new services in accordance with demographic analyses?
	
	
	

	6. Are creative outreach and specialized lending programs utilized, such as:
	
	
	

	· FFA, 4H, and Ag youth groups?
	
	
	

	· Classroom training/seminars?
	
	
	

	· Donations to schools/project groups?
	
	
	

	· Participation in State Special Credit Programs?
	
	
	

	· Reduced documentation lending programs?
	
	
	

	· Reduced interest rates or fees?
	
	
	

	· Relaxed loan underwriting standards and/or lending terms?
	
	
	

	· Capital set asides, participations, alliances, and joint ventures?
	
	
	

	· Special risk pools with other System institutions?
	
	
	

	7. Is the institution using special loan underwriting standards, risk parameters, or risk pools for extending credit to YBS farmers and ranchers?
	
	
	

	8. If special loan underwriting standards, risk parameters, or risk pools for extending credit to YBS farmers and ranchers are being used, are these programs appropriate for the institution’s risk bearing capacity and accomplishing its objectives for reaching YBS farmers and ranchers?
	
	
	

	9. Is the institution using its Web site, the Internet, advertising, etc. to reach YBS farmers and ranchers? 
	
	
	

	10. Have demographic studies been completed and analyzed for the lending area and the loan portfolio?
	
	
	

	11. Have the results of the demographic studies been analyzed to determine whether the institution’s lending programs are adequately serving YBS farmers and ranchers?
	
	
	

	12. Has management determined the institution’s market penetration and any disparities that may reflect areas that are being under-served?
	
	
	

	13. If disparities exist or needs are not being served, has the institution identified the underlying cause and evaluated the institution’s actions to address and resolve any under-representation or under-served needs (i.e., actions such as quantifiable goals, marketing, outreach, new programs, ongoing monitoring and reporting)?
	
	
	

	14. Has the institution coordinated with Federal, State, or other governmental or private credit sources to service YBS farmers and ranchers, such as loan guarantee programs, joint lending, or credit enhancements to ensure safe and sound extensions of credit? 
	
	
	

	15. Does the institution have sufficient processes and internal controls to verify the designation of YBS farmers and ranchers?
	
	
	

	16. Does the examination of information systems and data collection practices indicate accurate reporting on outstanding YBS loans and YBS loan originations? 
	
	
	

	17. Did the most recently completed annual YBS farmers and ranchers report submitted by the District bank include the following required elements (applies to banks only): 
	
	
	

	· Narrative on the extent of district-wide programs and activities sponsored by the bank?
	
	
	

	· Addendum detailing the extent the new YBS definitions were utilized in preparing the report?
	
	
	

	· Questionnaires addressing program management components, credit components, and non-credit components and outreach (training and services, outreach activities, sponsorships, etc.)?
	
	
	


	· Required schedules for the bank?
	
	
	

	· Separate schedules aggregating the information for the bank with all district associations?
	
	
	

	· Information submitted by each association in the district?
	
	
	

	· Certification of the accuracy of the information submitted?
	
	
	


*
The institution should be able to provide sufficient documentation to support all “Yes” responses.  Examiners will collect this documentation during the completion of examinations. 

	1. Does the institution have a framework for adequately controlling potential risk exposure in larger loans and commodities financed?
	
	
	

	2. To identify potential risks, does the institution employ such portfolio risk management tools as:
	
	
	

	· Stress testing?
	
	
	

	· Benchmark studies?
	
	
	

	· Industry/commodity analyses?
	
	
	

	· Other?
	
	
	

	3. Do the stress tests or studies/analyses evaluate the impact of changes in government support programs and increased production costs, particularly for higher energy costs?
	
	
	

	4. Are loan underwriting standards adequate to control risk on large loans, loan participations and syndications, and commodities financed?
	
	
	

	5. Does the institution have an in-house lending limit (or hold position) less than its regulatory lending limit?  
	
	
	

	6. If the institution has an in-house lending limit (or hold position) less than its regulatory lending limit, are there any exceptions to the in-house or regulatory lending limit?
	
	
	

	7. Does the institution use governmental and private guarantees to control risk exposure?
	
	
	

	8. If FSA guarantees are being used, has loan administration been adequate to ensure that the guarantees will be honored upon demand for payment?
	
	
	

	9. Does the institution properly use hedging techniques and production contracts to mitigate risk in individual loans?
	
	
	

	10. Are large loan (including loan participations and syndications) and commodity concentrations being adequately identified by information systems?
	
	
	

	11. Are risks in large loans being adequately attributed?
	
	
	

	12. Does the institution adequately evaluate loan concentration risks in terms of risk bearing capacity?
	
	
	

	13. Are loan participations and syndications properly used for diversifying portfolio risk and are those arrangements monitored?
	
	
	

	14. Are adequate controls and processes in place to monitor, control, and report on the following:
	
	
	

	· Concentration risks?
	
	
	

	· Scorecard lending?
	
	
	

	· Loan underwriting exceptions?
	
	
	


*
The institution should be able to provide sufficient documentation to support all “Yes” responses.  Examiners will collect this documentation during the completion of examinations.

	1. Were appropriate actions relating to business planning taken in response to the required or recommended actions contained in the prior Report of Examination?
	
	
	

	2. Does the business plan sufficiently address the risks of a changing business environment?
	
	
	

	3. For new or expanded lending programs, has the board established appropriate risk-based parameters relative to commodities, industry, geographic region, and loan type? 
	
	
	

	4. Does the business plan include contingent options in case actual results vary materially from the planned goals and objectives? 
	
	
	

	5. Has the institution’s performance in projecting targets and meeting goals in the past been reasonable?
	
	
	

	6. Are variances between projected and actual performance adequately explained? 
	
	
	

	7. Is the quality of the information provided to the board for planning and monitoring of plans adequate?
	
	
	

	8. Were changes made to the planning process and/or business plans since the preceding examination?
	
	
	

	9. If changes were made to the planning process and/or business plans since the preceding examination, were those changes appropriate?  
	
	
	

	10. Does the institution’s business plan comply with FCA Regulation 618.8440 and other FCA guidance?
	
	
	

	11. Has the board established appropriate and realistic goals in the business plan and defined the optimum level of capital and other financial goals needed throughout the planning horizon, commensurate with the risk in those lending and financially related services programs offered?
	
	
	

	12. Has the institution’s business planning process resulted in the following regarding public mission:
	
	
	

	· Clearly defined the institution’s public mission and established goals for achieving that mission?
	
	
	

	· Established a process to measure the institution’s success in meeting its public mission?
	
	
	

	· Developed strategies to achieve the institution’s public mission goals?
	
	
	

	· Established reporting and disclosure requirements for reporting to the board and the public regarding the institution’s success in meeting its public mission?
	
	
	


	13. Does the institution’s business planning include an assessment of the institution’s chartered territory and strategies to ensure continuing adequate service in its chartered territory?
	
	
	


	14. Did the institution assess service in its chartered territory by:
	
	
	

	· Describing all segments of its existing market?
	
	
	

	· Evaluating how well it was serving each segment?
	
	
	

	15. Did the institution’s assessment identify any underserved segments of the territory?
	
	
	

	16. If the institution’s assessment did identify underserved segments of the territory, were strategies established to better serve these segments? 
	
	
	

	17. Did the institution gather sufficient information for its chartered territory to allow it to develop strategies and consider alternatives to ensure the institution is providing adequate services to all market segments, including:
	
	
	

	· Potential and existing customers in all market segments of the chartered territory?
	
	
	

	· Farm typology – size, number, and commodities?
	
	
	

	· Demographic data on median farm income, distribution of farm income, and the nature of farming enterprises?
	
	
	

	· Sources and amounts of off-farm income and other employment opportunities?
	
	
	

	· Level of competition from others for lending, investments, or related services?
	
	
	

	· The institution’s current performance for serving each segment of its market?
	
	
	

	18. Does the institution’s business planning incorporate a broad variety of data from different sources, such as the USDA 1997 Census of Agriculture? (http://www.nass.usda.gov/census/)
	
	
	

	19. Does the institution’s business planning contain strategies to achieve public mission goals, such as: 
	
	
	

	· Lending activity to meet the needs of credit worthy borrowers in the chartered territory?
	
	
	

	· Innovative or flexible loan underwriting practices?
	
	
	

	· Alliances?
	
	
	

	· Related services?
	
	
	

	· Use of investment opportunities?
	
	
	

	20. Does the institution’s business planning promote making specific efforts to reach out to serve YBS farmers and ranchers in its chartered territory?
	
	
	

	21. Has the institution adequately planned for and controlled growth?
	
	
	

	22. Does the institution maintain adequate controls to ensure that loans:
	
	
	

	· Are appropriately priced?
	
	
	

	· Serve to diversify the loan portfolio?
	
	
	


	· Do not create large loan concentrations?
	
	
	

	· Make the portfolio stronger?
	
	
	

	23. Has the institution determined the financial and operational ramifications of the growth it has incurred or plans to incur?
	
	
	

	24. Has the institution determined the necessary capital base to support its growth?
	
	
	

	25. Has the institution determined whether it has the capacity to service this growth in the future?
	
	
	

	26. Has the institution bolstered internal controls (i.e., internal credit review and audit programs) commensurate with the growth experienced?
	
	
	

	27. Has the institution’s internal credit review provided the board and management answers to the following questions:
	
	
	

	· Has past growth masked increased delinquencies and/or adverse credits?
	
	
	

	· Have new loans met loan underwriting standards?
	
	
	

	· Have exceptions to loan underwriting standards increased?
	
	
	

	· Have new loans added to existing commodity and/or large loan concentrations?
	
	
	


*
The institution should be able to provide sufficient documentation to support all “Yes” responses.  Examiners will collect this documentation during the completion of examinations.

General Issues

	1. Did the institution perform due diligence when implementing E-Commerce?
	
	
	

	2. If using alternatives to physical branches (kiosks, ATMs, banking by telephone or computer) has the employee responsible for overseeing these operations received adequate training?
	
	
	

	3. Does the person responsible for the E-Commerce activities have the qualifications and authority to properly control and manage these activities?
	
	
	

	4. Does the institution have a written business resumption contingency plan?
	
	
	

	5. If the institution has a written business resumption contingency plan, has it been tested periodically?
	
	
	


	6. Has the institution established a recovery team to respond in the event a computer system is compromised or damaged?
	
	
	

	7. Has the institution taken actions to ensure a member’s privacy and the institution’s privacy policy are not violated, either intentionally or unintentionally?
	
	
	

	8. Have policies and/or procedures been established and communicated regarding resolution (arbitration) of consumer complaints (privacy violations, etc.)?
	
	
	

	9. Has the institution implemented:
	
	
	

	· A risk-based protection strategy?
	
	
	

	· A risk management plan?
	
	
	

	· An employee awareness program?
	
	
	

	10. Has the institution identified all material security risks?
	
	
	

	11. Has the institution rated its computer systems (highest priority first) in the areas of confidentiality, integrity, and availability?
	
	
	

	12. Have the risks for critical data and systems been identified?
	
	
	

	13. As a part of its security risk strategy, has the institution reviewed its insurance coverage as it applies to E-Commerce? 
	
	
	


Security

	1. Does the institution have a written security policy that defines and describes the board’s expectations regarding E-Commerce security?
	
	
	

	2. Was the security policy explained to and approved by the board of directors? 
	
	
	

	3. Has the institution established an information security plan to:
	
	
	

	· Identify and assess the risks that may threaten customer information?
	
	
	

	· Periodically review policies and procedures to manage and control these risks?
	
	
	


	· Test and adjust the plan on a continuing basis to account for changes in technology, the sensitivity of customer information, and internal or external threats to information security?
	
	
	

	4. If there are any cross-border transactions, is the institution complying with all countries’ privacy requirements (safe-harbor)?
	
	
	

	5. Do the institution’s security procedures cover:
	
	
	

	· Physical protection of the data processing facility?
	
	
	

	· Designation and duties of the security officer?
	
	
	

	· Authorized data and programs access levels?
	
	
	

	· Requirements for password composition and change procedures?
	
	
	

	· Requirements for access via terminals, modems, or computer system interconnections?
	
	
	

	· Monitoring and follow-up of security violations?
	
	
	

	· Local area network and personal computer security requirements?
	
	
	

	6. Has management informed staff about the types of information that cannot be disclosed (this includes information regarding the electronic systems being used, authorization levels, passwords and their construction, and any other information which would aid in malicious activities or endanger confidential information and critical systems)?
	
	
	

	7. Have the specific circumstances and authorization levels been defined when information can be divulged?
	
	
	

	8. If the institution has outsourced information systems functions, has management ensured that a risk-management process is in place to identify, measure, monitor, and control the risks associated with technology-related outsourcing arrangements?
	
	
	

	9. Did the institution determine if affordable security technology was available?
	
	
	

	10. If affordable security technology was determined to be available, is it being utilized? 
	
	
	

	11. Has a qualified employee(s) been assigned as a computer security officer?
	
	
	

	12. Does the assigned computer security officer conduct testing and maintenance rather than just respond to problems?
	
	
	

	13. Has management ensured user awareness of the institution’s security policy and procedures?
	
	
	

	14. Are employees required to periodically certify as to their understanding and awareness of the information security program?
	
	
	

	15. Are procedures in place to address personnel transfers, new hires, and terminations?
	
	
	


	16. Is an inventory system used to record hardware and software purchases, distribution, and disposal?
	
	
	

	17. Is the inventory periodically verified by physically reviewing hardware and software?
	
	
	

	18. Is sensitive data adequately controlled and protected (e.g., printouts, removable media, data visible on terminals)?
	
	
	

	19. Do security control measures include adequate segregation of duties?
	
	
	

	20. Is logical access to system terminals controlled appropriately by:
	
	
	

	· User identification?
	
	
	

	· Automatic call back procedures?
	
	
	

	· Automatic time-out or log-off?
	
	
	

	· Terminal identification and authentication checks?
	
	
	

	· Access exception reporting?
	
	
	

	· Security logs?
	
	
	

	· Encryption algorithms?
	
	
	

	· Automatic logon ID Suspension when the number of attempts at accessing the system has reached a specified limit?
	
	
	

	21. Are computers/users controlled as to what files they can access and what transactions they can initiate?
	
	
	

	22. Are dial-up phone numbers changed periodically?
	
	
	

	23. Are dial-up lines controlled by either an automatic call back procedure or physical connection by operations personnel at the data facility?
	
	
	

	24. Are reports generated that record:
	
	
	

	· Unusual activity?
	
	
	

	· Unsuccessful attempts to gain access to the teleprocessing system or applications?
	
	
	

	· Teleprocessing network problems/statistics?
	
	
	

	25. Do management or data security personnel without maintenance duties review exceptions reports regularly for follow-up action?
	
	
	

	26. Does the institution verify and authenticate who the user (borrower or staff) is when accounts are opened, accessed, and closed?  This could include a method to prevent repudiations such as public key infrastructure (PKI), digital certificates, signature dynamics, or biometrics.
	
	
	

	27. Are passwords and user IDs:
	
	
	

	· Encrypted?
	
	
	

	· Required to be alphanumeric or in some other format that is difficult to guess?
	
	
	

	· Required to be changed on a regular and frequent basis?
	
	
	

	· Suppressed on the video screen and all printed output?
	
	
	

	28. Are controls in place to protect the confidentiality and accuracy of transmitted data (e.g., parity checks, message authentication, encryption, etc.)?
	
	
	

	29. Has management taken measures to prevent the corruption of data or software caused by computer viruses?
	
	
	

	30. Does the institution obtain notification of vulnerabilities and recommended solutions affecting its systems and applications from vendors or independent organizations such as the National Institute of Standards and Technology; the System Administration, Networking, and Security Institute; and ICSA.net?
	
	
	

	31. Does the institution conduct regular assessments of the security capabilities of routers, firewalls, and network servers?
	
	
	

	32. Does the institution use automated audit/logging (creates a “trail” of activity on the system) and/or other controls to determine if there have been unauthorized attempts to access the network?
	
	
	

	33. Have internal controls been established to assure that all access is restricted unless specifically authorized?
	
	
	

	34. Are access levels commensurate with job assignments?
	
	
	

	35. Does the institution use encryption technology, such as Secure Sockets Layer or other methods to ensure communications are adequately protected?
	
	
	

	36. Has the institution created Internet policies and/or procedures that control or prohibit the downloading of programs or “persistent cookies” off the Internet since these may contain viruses, worms, or hidden programs known as “Trojan Horses” that are designed to sneak through the security designed to protect the institution?
	
	
	

	37. If the institution allows for electronic signatures, has it implemented guidance to ensure proper security, verification, and use of such signatures?
	
	
	

	38. Does the institution monitor the need for and apply patches from software vendors?
	
	
	


Internet Web Site

	1. Has the institution ensured sufficient security for the Web site, including the use of effective physical and software controls including routers, firewalls, and other devices that isolate internal systems from public access?
	
	
	

	2. If the Web site is outsourced, is there a written agreement among all the parties involved that specifies responsibilities, duties, and costs?
	
	
	

	3. Does the institution periodically and timely test network security, update risk assessment techniques, and review other internal controls relevant to Web site security?
	
	
	

	4. Is there adequate and timely reporting to the board of directors regarding the use, effectiveness, and cost of the Web site?
	
	
	

	5. Does the institution have adequate policies and/or procedures regarding external links on their Web site to mitigate the legal and reputational risks associated with the links?
	
	
	

	6. Has the institution clearly distinguished between its services and products and those of a third party operating or using the external Web site?
	
	
	

	7. Has the institution clearly disclosed that it does not promote, provide, endorse, or guarantee products or services available on third-party sites? 
	
	
	

	8. Does the institution periodically review FCA’s Informational Memorandum “Web Site and Internet Guidelines” to ensure its Web site and Internet operations meet the guidelines contained therein.
	
	
	


*
The institution should be able to provide sufficient documentation to support all “Yes” responses.  Examiners will collect this documentation during the completion of examinations.
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